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Background

The Payment Card Industry (PCI) Data Security Standard (DSS) was created by credit card
companies to protect customer information. Credit card organizations like Visa, MasterCard,
and American Express, recommend that merchants and service providers meet certain
minimum standards of security when they store, process and transmit cardholder data.

Meeting PCI Requirements

Finjan’s Vital Security™ Web Appliances have been designed, and can be configured to
ensure that merchants that store, process, or transmit cardholder data, protect it properly
from Web threats, in compliance with the Payment Card Industry (PCI) Data Security
Standard (DSS).

Finjan enables you to be compliant with the following Web-related PCI requirements:

e Building and Maintaining a Secure Network

(0]

o

Establishing configuration steps that include descriptions of groups, roles, and
responsibilities for logical management of network components.

Building a configuration that denies access to “untrusted” Web sites.
Restricting inbound and outbound Internet traffic.

Restricting outbound traffic to that which is necessary for the payment card
environment.

Denying all other inbound and outbound traffic not specifically allowed.

e Maintaining a Vulnerability Management Program

(0]

(0]

Using and regularly updating anti-virus software to protect systems from malicious
software.

Deploying anti-virus mechanisms on all systems commonly affected by viruses (e.g.
PCs and servers). Upholding this requirement is easier when Finjan’s Web security
solutions are installed because they detect and block malicious code at the gateway,
before it reaches the target, thus reducing the workload of client-based anti-virus
mechanisms and safeguarding the throughput of peripheral resources.

Ensuring that all anti-virus mechanisms are current, actively running, and capable of
generating audit logs

Developing and maintaining secure systems and applications

Ensuring that all system components and software have the latest vendor-supplied
security patches. Finjan’s Vulnerability Anti.Dote™ offers a superior security level,
protecting application vulnerabilities before patches are delivered by vendors and
installed and tested on merchant networks.

Establishing a process to identify newly discovered security vulnerabilities, including
an alert service that addresses new vulnerability issues.
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e Implementing Strong Access Control Measures

0 Limiting access to certain Internet and system resources to only those individuals
whose job requires such access. Controlling Internet access for end-users and
controlling Vital Security Management Console access for system administrators, can
be defined on both a group level and an individual level.

0 Incorporating a mechanism with multiple users that restricts access based on a
user’s need to know.

0 Assigning a unique ID to each person and password authentication, ensuring that
actions taken on critical data and systems are performed by, and can be traced to,
known and authorized users.

o Control the addition, deletion, and modification of user IDs, credentials, and other
identifier objects.

e Monitoring and Testing Networks on a Regular Basis

o0 Tracking all access to resources and user activities via a logging mechanism for
monitoring and analysis.

o0 Recording the following audit trail entries for each event (amongst others):
= User identification
= Type of event
= Date and time
= Success or failure indication
= Origination of event
= |dentity or name of affected data, system component, or resource

e Maintaining an Information Security Policy
o0 Establishing, publishing, maintaining, and disseminating a security policy.

o Developing usage policies for critical employee-facing technologies, in particular for
the Internet.

0 Ensuring the security policy clearly defines information security responsibilities.
0 Administering user accounts, including additions, deletions, and modifications.

About Finjan

Finjan is a global provider of best-of-breed web security solutions for businesses and
organizations. Our proactive, appliance-based solutions deliver the most effective shield
against web-borne threats, freeing enterprises to harness the web for maximum commercial
results. Finjan’s web security solutions utilize patented behavior-based technology to
proactively repel all types of threats arriving via the web, such as Spyware, Phishing, Trojans
and other malicious code, securing businesses against unknown and emerging threats, as
well as known malware. Finjan's security solutions have received industry awards and
recognition from leading analyst houses and publications, including IDC, Butler Group, SC
Magazine, CRN, PCPro, ITWeek, and Information Security. With Finjan’'s award-winning and
widely used solutions, businesses can focus on implementing web strategies to realize their
full organizational and commercial potential. For more information about Finjan, please visit:
www.finjan.com.
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