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1. Executive Summary

1.1. Introduction

Finjanés Malicious Code Research Center ( MCRC)
web threats. MCRCO6 s g o a httadkess attemptisgttoeeyplois coreppter a h e a d

platforms and technologies, in order to protect businesses and organizations from the next threat
or type of malware to be developed. MCRC specializes in the detection of dangerous
vulnerabilities that could be exploited for malicious attacks. Finjan shares these research efforts
with many of t hseftwaveovendars)eith whetaFRinjamctpsely cooperates in order
to patch their security holes.

This report describes the current trends and findings in the web security sector during Q4 2007,

o

as reflected in MCRCO6s ongoiingclredesarihnatheé vivit i ¢ & .

malicious code, as well as suggestions as to how companies can protect themselves from these
threats.

1.2. On the Horizon - Crimeware Upgrades to Trojan 2.0

Presently, the traditional lines of defense against crimeware Trojans rely on detection of the
various known strands of the Trojan based on signatures, or, in the case of an already-infected
machine, blocking the T r o j Baokscliannels for command and control. Basedon MC R C 6 s
research and analysis, this does not bode well for enterprises, as criminals are upgrading their
attacks by creating harder to detect Trojan files (to combat the signature based solutions), and
tackling the back-channel detection by means of commonly used web technologies. Criminals
realize that their most effective attack vector is via the web; hence they are programming their
Trojans to make use of web technology as it was intended in Web 2.0 (thus coining the term
firrojan 2.09. Exploiting the trust that legitimate web services enjoy vis-a-vis reputation-based
security services, we expect to see the beginnings of these Trojan 2.0 attacks in the coming year.
This report explains how criminals and attackers are preparing to arm their crimeware Trojans
with new covert communication channels designed to evade detection by traditional security
products.

1.3. Q3 Follow-Up: Problematic Widgets and Gadgets Start to
Appear

Following up on our Q3 Web Security Trends Report (September 2007), we explore how widgets
and gadgets have started to appear in different forms of attack vectors. These add-ons exploit
inherently flawed security models in the engines that host them, as well as abusing the trust
casually granted to them by users due to their visual and seemingly innocent nature. The report
presents additional recent examples related to vulnerabilities discovered in widgets and gadgets,
based on the ongoing research efforts of Fi n j MGRE.s

1.4. 2007 ataGlance:Fi nj ands \JVsOReditya st

In this report, webll take a |l ook at | ast yearo6s

(outlined in our Q4 2006 Trends Report) and
against actual developments in the security landscape over the past year. While predictions are
always challenging, the fact that the web security space proved to be the most dynamic area in
the entire computer security field added a further level of difficulty. Nevertheless, we did manage
to foresee most of the new trends, as we focused on the cybercrime market forces and where
they were driving the technology, rather than trying to predict trends based on technology alone.

In addition to the new findings and insights related to Q4, this report also presents a brief
summary of key trends identified by Finjan in its Web Security Trends Reports for the first two
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guarters of 2007. These highlights, combined with our follow-up stories to the Q3 report, serve to
provide an overview of key web security trends for 2007.

1.5. Outlook for 2008

Financial reward has been driving the evolution of malicious code over the past year. This is
evidenced by the fact that cybercriminals have established and formalized business models, and
continue to create new ones. A good example is the RBN (Russian Business Network) which
flourished from early 2007 until November, when it was shut down and moved to a different
location. Realizing that the business of web attacks can be leveraged beyond the initial stages of
petty criminal activity, we are seeing a new network of relationships form between criminal
entities 1 i.e., the C2C (Criminal-to-Criminal) business model. These networks will leverage the
respective advantages of each group, further enabling them to flourish.

With the business model in place, |l etds take a | ook at what we <can
security space in 2008. As email borne attacks continue to diminish (except for spam) and the
web consolidates its <c¢l ai m a stack thbweb channemwilnal sé f a

continue to evolve. Finjan believes that the stage is set for cybercriminals to leverage Web 2.0
technologies (e.g., RSS feeds, social networks, blogs and mashups) to reach new levels of
technological sophistication. New types of upgraded attacks, such as Trojan 2.0, will use the web
as a control channel for communicating with botnets, taking advantage of the very trust that users
have been conditioned to place in their traditional security vendors (e.g., anti-virus, URL
reputation, etc).

Finjan will cover these and other relevant topics in our upcoming 2008 quarterly trend reports, as
well as providing fin the wildoexamples based on our ongoing research activities.
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2. Web Threat Research and Security
Trends dDetailed Analysis

2.1 Crimeware Upgrades to Trojan 2.0

Trojans have long beenc y b e r ¢ r iedhnology bf £hiice in their quest for financial profit.
They provide a complete way of controlling a PC and utilizing it for criminal activities related to
the infected host, as well as targeting arbitrary victims outside the network. Spammers are renting
Trojan-based botnets on a daily basis, and identity thieves are leveraging their keylogging
capabilities. More sophisticated attackers are using Trojans for direct financial fraud and
elaborate corporate espionage and business intelligence gathering. Traditionally, one of the main
communication channels used to control these crimeware Trojans was IRC (Internet Relay Chat
I a messaging protocol), which was followed by IRC over HTTP to circumvent basic firewalling.
This report examines a new genre of Trojans i Trojan 2.0 - that can utilize legitimate Web 2.0
technology and websites to provide cybercriminals with an easy and scalable command and
control scheme.

Currently, Trojans communicate mainly over HTTP with arbitrary servers on the Internet. These

servers usually host some kind of command center to gather statistics on the Trojans connecting

to it, and to control their activities. This sort of control scheme has been analyzed and

documented by security researchers of late. The result is that these channels have been
Ablacklistedd in order to identify infected machi

Figure 1. Trojan Command and Control Scheme i Current Model

Moving forward, Finjan forecasts that the next advancement in Trojan technology will adapt the

current command and control channels to utilize the openness of Web 2.0 technology. Using

such amodelwi | | not only fAlegitimized the traffic to
more robust, redundant and scalable infrastructure for criminals to conduct their cybercrime

activities. Such a scheme is not fictional, and can be easily executed by realizing the potential of

web services and the accumulated strength of their synergies.

For example, according to the current model, a command center is usually usedto holdfit o d o 0
instructions for several Trojans (e.g., a specific financial details to harvest from the infected host,
tracking online banking activities). This is pure data that could be conveyed in a structured

hierarchical format such as that provided by an RSS feed (based on the XML structure it can
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